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Digital ID

What is a digital ID?

A digital ID is like an electronic driver’s license or passport that proves your identity. A digital
ID usually contains your name and email address, the name of the organization that issued it,
a serial number, and an expiration date. Digital IDs are used for certificate security and digital
signatures.

Digital IDs contain two keys: the public key locks, or encrypts data; the private key unlocks, or
decrypts that data. When you sign PDFs, you use the private key to apply your digital signature.
The public key is in a certificate that you distribute to others. For example, you can send the
certificate to those who want to validate your signature or identity. Store your digital ID in a safe
place, because it contains your private key that others can use to decrypt your information.

sty wgna by Lina Jamas

isa Jones "ﬂ;@ .-n- iy

b

Digital IDs include a private key that you safeguard and a public key (certificate) that you share.

Why do | need one?

You don’t need a digital ID for most of the work you do in PDFs. For example, you don't need
a digital ID to create PDFs, comment on them, and edit them. You need a digital ID to sign a
document or encrypt PDFs through a certificate.

What are self-signed digital IDs?

Self-signed digital IDs can be adequate for personal use or small-to-medium businesses. Their
use should be limited to parties that have established mutual trust.

What are IDs from certificate authorities?

Most business transactions require a digital ID from a trusted third-party provider, called a
certificate authority. Because the certificate authority is responsible for verifying your identity
to others, choose one that is trusted by major companies doing business on the Internet. The
Adobe website gives the names of Adobe security partners that offer digital IDs and other
security solutions. See Adobe Approved Trust List members.

How do | recover or reset my digital ID’s password?

Unfortunately, you cannot recover or reset the password if you've forgotten it. If you created
the ID yourself, you can create a new one with the same information that you used for the ID. If
you got the ID from a certificate authority, contact the authority for help.




Create a self-signed digital ID

Sensitive transactions between businesses generally require an ID from a certificate authority
rather than a self-signed one.

1. In Acrobat, click the Edit menu and choose Preferences > Signatures.
2. Onthe right, click More for Identities & Trusted Certificates.
3. Select Digital IDs on the left, and then click the Add ID button

[ﬂ Digital ID and Trusted Certificate Settings *
|
E Digital IDs - Add ID | Usage Options v | L' Certificate Detailz: g8 Export N Refresh Remove |D
Roaming ID Account  Mame lssuer Storage Mechanism Ex
Digital 1D Files
Windows Digital IDs
PKC5#11 Modules ar
£ >
Trusted Certificates o
Manage My Digital IDs (N

This is a list of the digital IDs that are available for your use on this computer. Digital IDs are
private and should not be shared. They are used when vou create a digital signature or when
vou decrypt documents that are encrypted for you using Certificate Security.

Each digital ID has a corresponding public certificate which contains identifying information
about you and which vou can share with others. This certificate is used by others to encrypt
documents for you, or to validate vour digital signatures. Select one of the entries above and
click Certificate Details to view information from your certificate. Use Export to share your
certificate with others.

Use Set Default to set or clear which digital ID is used by default when you sign or encrypt
documents. Use Add ID to add a new digital ID or to find an existing digital ID and add it to this

view. Use Remove ID to permanently remove a digital ID from this list and wherever it is v
stored

4. Select the option A New Digital ID | Want To Create Now, and click Next.

Add Digital ID hd

Add or create a digital ID to sign and encrypt documents. The certificate that comes with your
digital ID is sent to others so that they can verify your signature. Add or create a digital ID using:

(O My existing digital ID from:
A file
A roaming digital |ID accessed via a server

A device connected to this computer

H (®)A new digital 1D | want to create now: ”

Cancel < Back Mext >

5. Specify where to store the digital ID, and click Next.
New PKCS#12 Digital ID File - Stores the digital ID information in a file, which has the
extension .pfx in Windows and .p12 in Mac OS. You can use the files interchangeably between
operating systems. If you move a file from one operating system to another, Acrobat still
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recognizes it.

Windows Certificate Store (Windows only) - Stores the digital ID to a common location
from where other Windows applications can also retrieve it.

Add Digital ID s

Where would you like to store your self-signed digital ID?

‘ [ (®) New PKCS#12 digital ID file ]

Creates a new password protected digital |D file that uses the standard PKCS#12 format.
This common digital ID file format is supported by most security software applications,
including major web browsers, PKC5#12 files have a .pfx or .p12 file extension.

(C) Windows Certificate Store

Your digital |D will be stored in the Windows Certificate Store where it will also be available
to other Windows applications. The digital ID will be protected by your Windows login.

Cancel < Back Mext >

6. Do the following:

(@) Type a name, email address, and other personal information for your digital ID. When you

certify or sign a document, the name appears in the Signatures panel and in the Signature
field.

(b) Choose an option from the Key Algorithm menu. The 2048-bit RSA option offers more
security than 1024-bit RSA, but 1024-bit RSA is more universally compatible.

(c) From the Use Digital ID For menu, choose whether you want to use the digital ID for
signatures, data encryption, or both.

(d) Click Next.

Add Digital ID *

Enter your identity information to be used when generating the self-signed certificate.

Mame (e.g. John Smith): |J0hn Doe

Organizational Unit: |Sa|e5

Organization Name: |Sa|e5 and Marketing Inc,

Email Address: |doe@saIesandmarketinginc.com

Country/Region: | US - UNITED STATES W

Key Algorithm: | 2048-bit RSA W

Use digital ID for: | Digital Signatures and Data Encryption v
Cancel < Back Mext >




7. Do the following:

(@) Type a password for the digital ID File. For each keystroke, the password strength meter
evaluates your password and indicates the password strength using colour patterns.
Reconfirm your password.

(b) The digital ID File is stored at the default location as shown in the File Name Field. If you
want to save it somewhere else, click Browse and choose the location.

(c) Click Finish.

Add Digital ID x

Enter a file location and password for your new digital 1D file. You will need the password when
you use the digital ID to sign or decrypt documents, You should make a note of the file location
so that you can copy this file for backup or other purposes. You can later change options for this
file using the Security Settings dialog.

File Mame:

Frs\p ot AppData\Roaming\Adobeh\Acrobat' D C\Security JohnDoe. pfx Browse...

Paszsword:

If a digital ID file with the same name exists, you're prompted to replace it. Click OK to
replace, or browse and select a different location to store the Ffile.

8. The ID is created. You can export and send your certificate file to contacts who can use it to
validate your signature.

[a Digital I and Trusted Certificate Settings s
= Digital IDs *ﬁ Add ID / Usage Options = ly Certificate Details p—;s Export e Refresh () RemovelD
Roaming ID Account  Name lssuer Storage Mechanism Ex

John Doe <doe@salesandmarketin... John Doe <doe@salesandmarketi...  Digital ID File

Digital ID Files
Windows Digital 1Ds
PKC5#11 Modules ar

Trusted Certificates

John Doe
Sales and Marketing Inc.
Issued by: John Doe
Sales and Marketing Inc.
Valid from: 2017/06/23 15:32:02 +05'30'
Valid to: 2022/06/23 15:32:02 +05'30'
Intended usage: Digital Signature, Encrypt Document, Key Agreement

Note: Make a backup copy of your digital ID file. If your digital ID file is lost or corrupted, or if
you forget your password, you cannot use that profile to add signatures.




Register a digital ID

To use your digital ID, register your ID with Acrobat or Reader.

1. In Acrobat, click the Edit menu and choose Preferences > Signatures. In Identities & Trusted
Certificates, and click More.

2. Select Digital IDs on the left.
3. Click the Add ID button.

4. Choose one of the following options:
A File - Select this option if you obtained a digital ID as an electronic file. Follow the prompts
to select the digital ID file, type your password, and add the digital ID to the list.
A Roaming Digital ID Stored On A Server - Select this option to use a digital ID that's stored
on a signing server. When prompted, type the server name and URL where the roaming ID is
located.
A Device Connected To This Computer - Select this option if you have a security token or
hardware token connected to your computer.

5. Click Next, and follow the onscreen instructions to register your digital ID.

Specify the default digital ID

To avoid being prompted to select a digital ID each time your sign or certify a PDF, you can select

a default digital ID.

1. 1In Acrobat, click the Edit menu and choose Preferences > Signatures. In Identities & Trusted
Certificates, and click More.

2. 2Click Digital IDs on the left, and then select the digital ID you want to use as the default.

3. 3Click the Usage Options button, and choose a task for which you want the digital ID as the
default. To specify the digital ID as the default for two tasks, click the Usage Options button
again and select a second option.

ﬁ Digital ID and Trusted Certificate Settings X
Bl Digital IDs #_-_ Add ID| / Usage Optionsj |- P Certificate Details r;; Export e Refresh (L) Femaove ID
Roeming ID Account = Name . . Storage Mechanism Ex
# Use for Signng - :
o ) John Doe <de . Digital ID File
= Digital I Files ﬁ Use for Certfying
lohnDoe.pfx i Use for Encryption
Windows Digital IDs Manage Attribute Certificates
< iy . >
PKCS#11 Modules ar L Personalize
Trusted Certificates Jokn Doe

Sales and Marketing Inc.
Issued by: John Doe
Sales and Marketing Inc.
Valid from: 2017/06/23 15:32:02 +05'30'
Valid to: 2022/06/23 15:32:02 +05'30'
Intended usage: Digital Signature, Encrypt Document, Key Agreement

A check mark appears before selected options. If you select only the signing option, the Sign
icon appears next to the digital ID. If you select only the encryption option, the Lock icon
appears. If you select only the certifying option, or if you select the signing and certifying
options, the Blue Ribbon icon appears

Change the password and timeout for a digital ID

Passwords and timeouts can be set for PKCS #12 IDs. If the PKCS #12 ID contains multiple IDs,
configure the password and timeout at the file level.
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Note: Self-signed digital IDs expire in five years. After the expiration date, you can use the ID to
open, but not sign or encrypt, a document.

1. In Acrobat, click the Edit menu and choose Preferences > Signatures. In Identities & Trusted
Certificates, and click More.

2. Expand Digital IDs on the left, select Digital ID Files, and then select a digital ID on the right.

3. Click Change Password. Type the old password and a new password. For each keystroke,
the password strength meter evaluates your password and indicates the password strength
using colour patterns. Confirm the new password, and then click OK.

4. With the ID still selected, click the Password Timeout button.

5. Specify how often you want to be prompted for a password:
Always - Prompts you each time you use the digital ID.
After - Lets you specify an interval.
Once Per Session - Prompts you once each time you open Acrobat.
Never - You're never prompted for a password.

6. Type the password, and click OK.

Note: Be sure to back up your password in a secure place. If you lose your password, either
create a new self-signed digital ID and delete the old one, or purchase one from a third-party
provider.

Delete your digital ID

When you delete a digital ID in Acrobat, you delete the actual PKCS #12 file that contains both
the private key and the certificate. Before you delete your digital ID, ensure that it isn’t in use by
other programs or required by any documents for decrypting.

Note: You can delete only self-signed digital IDs that you created in Acrobat. A digital ID
obtained from another provider cannot be deleted.

1. In Acrobat, click the Edit menu and choose Preferences > Signatures. In Identities & Trusted
Certificates, and click More.

2. Select Digital IDs on the left, and then select the digital ID to remove.
3. Click Remove ID.
4. Enter the password, and then click OK.

Note: /f you have forgotten the password, you cannot delete the ID from here. When you click
Remove ID, the Acrobat Security dialogue box shows the complete location of the digital ID file.
Go to the location, delete the file, and then relaunch Acrobat. The ID is removed from the list.

Protecting digital IDs

By protecting your digital IDs, you can prevent unauthorized use of your private keys for signing
or decrypting confidential documents. Ensure that you have a procedure in place in the event
your digital ID is lost or stolen.

How to protect your digital IDs

When private keys are stored on hardware tokens, smart cards, and other hardware devices that
are password- or PIN-protected, use a strong password or PIN. Never divulge your password to
others. If you must write down your password, store it in a secure location. Contact your system
administrator for guidelines on choosing a strong password. Keep your password strong by
following these rules:




» Use eight or more characters.
* Mix uppercase and lowercase letters with numbers and special characters.

* Choose a password that is difficult to guess or hack, but that you can remember without
having to write it down.

e Do not use a correctly spelled word in any language, as they are subject to “dictionary
attacks” that can crack these passwords in minutes.

* Change your password on a regular basis.
« Contact your system administrator for guidelines on choosing a strong password.

To protect private keys stored in P12/PFX files, use a strong password and set your password
timeout options appropriately. If using a P12 file to store private keys that you use for signing,
use the default setting for password timeout option. This setting ensures that your password is
always required. If using your P12 Ffile to store private keys that are used to decrypt documents,
make a backup copy of your private key or P12 file. You can use the backed up private key of P12
file to open encrypted documents if you lose your keys.

The mechanisms used to protect private keys stored in the Windows certificate store vary
depending on the company that has provided the storage. Contact the provider to determine
how to back up and protect these keys from unauthorized access. In general, use the strongest
authentication mechanism available and create a strong password or PIN when possible.

What to do if a digital ID is lost or stolen

If your digital ID was issued by a certificate authority, immediately notify the certificate
authority and request the revocation of your certificate. In addition, you should not use your
private key.

If your digital ID was self-issued, destroy the private key and notify anyone to whom you sent
the corresponding public key (certificate).

Securing PDFs with certificates

Note: For a full list of articles about security, see Overview of security in Acrobat and PDF
content.

Certificate security

Use certificates to encrypt documents and to verify a digital signature. A digital signature
assures recipients that the document came from you. Encryption ensures that only the intended
recipient can view the contents. A certificate stores the public key component of a digital ID. For
more information about digital IDs, see Digital IDs.

When you secure a PDF using a certificate, you specify the recipients and define the file access
level For each recipient or group. For example, you can allow one group to sign and fill forms
and another to edit text or remove pages. You can choose certificates from your list of trusted
identities, Files on disk, LDAP server, or the Windows certificate store (Windows only). Always
include your certificate in the recipient list so that you can open the document later.

Note: /f possible, encrypt documents using certificates from third-party digital IDs. If the
certificate is lost or stolen, the issuing authority can replace it. If a self-signed digital ID is
deleted, all PDFs that were encrypted using the certificate from that ID are inaccessible forever
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Encrypt a PDF or PDF Portfolio with a certificate

To encrypt many PDFs, use Action Wizard in Acrobat Pro (Tools > Action Wizard) to apply a
predefined sequence. Alternatively, edit a sequence to add the security features you want. You
can also save your certificate settings as a security policy and reuse it to encrypt PDFs.

Note: For PDF Portfolios, Action Wizard applies security to the component PDFs but not to the
PDF Portfolio itself. To secure the entire PDF Portfolio, apply security to the portfolio’s cover
sheet.

. For asingle PDF or a component PDF in a PDF Portfolio, open the PDF. For a PDF Portfolio,

open the PDF Portfolio and choose View > Portfolio > Cover Sheet.

. Choose Tools > Protect > More Options > Encrypt with Certificate. If you don’t see the

Protection panel, see the instructions for adding panels at Task panes.
At the prompt, click Yes.

In the Certificate Security Settings dialogue box, select the document components to
encrypt.

From the Encryption Algorithm menu, choose a rate of encryption, and then click Next
The encryption algorithm and key size are version-specific. Recipients must have the
corresponding version (or later) of Acrobat or Reader to decrypt and read the document.

* |Ifyou select 128-bit AES, recipients must have Acrobat 7 or later or Reader 7 or later to
open the document.

* |Ifyou select 256-bit AES, Adobe Acrobat 9 or later or Adobe Reader 9 or later is required
to open the document.

Create a recipient list for the encrypted PDF. Always include your own certificate in the
recipient list so that you are able to open the document later.

* Click Search to locate identities in a directory server or in your list of trusted identities.
» Click Browse to locate the file that contains certificates of trusted identities.

» To set printing and editing restrictions for the document, select recipients from the list,
and then click Permissions.

Click Next to review your settings, and then click Finish.

When a recipient opens the PDF or PDF Portfolio, the security settings you specified for that
person are used.

Change encryption settings

1.

Do one of the following:
* Forasingle PDF or a component PDF in a PDF Portfolio, open the PDF.
e For a PDF Portfolio, open the PDF Portfolio and choose View > Portfolio > Cover Sheet.

Select Tools > Protect > More Options > Security Properties. If you don't see the Protection
panel, see the instructions for adding panels at Task panes.

Click Change Settings.

Do any of the following, and then click Next.

« To encrypt different document components, select that option.

» To change the encryption algorithm, choose it from the menu.

Do any of the following:

* To check a trusted identity, select the recipient, and then click Details.

* Toremove recipients, select one or more recipients, and then click Remove. Do not
remove your own certificate unless you do not want access to the file using that
certificate.




« To change permissions of recipients, select one or more recipients, and then click
Permissions.

6. Click Next, and then click Finish. Click OK to close the Document Properties dialogue box,
and save the document to apply your changes.

Remove encryption settings

1. Do one of the following:
* For asingle PDF or a component PDF in a PDF Portfolio, open the PDF.
« For a PDF Portfolio, open the PDF Portfolio and choose View > Portfolio > Cover Sheet.

2. Select Tools > Protect> More Options > Remove Security. If you don't see the Protection
panel, see the instructions for adding panels at Task panes.

3. If prompted, type the permissions password. If you don't know the permissions password,
contact the author of the PDF.

About certificate signatures in Adobe Acrobat

Adobe Acrobat supports a range of solutions for electronic and digital signatures. These
solutions include certificate signatures that let you sign PDF Files with a certificate-based digital
ID. Certificate signatures are also known as digital signatures. Acrobat lets you create your
own certificate ID. However, the more common approach is to work with a certificate ID that a
trusted third-party certificate authority issued. Additional signing options in Acrobat include
integration with Adobe Sign.

Why use certificate signatures?

Many business transactions, including financial, legal, and other regulated transactions, require
high assurance when signing documents. When documents are distributed electronically, it is
important that recipients can:

« Verify document authenticity—confirming the identity of each person who signed the
document

» Verify document integrity—confirming that the document has not been altered in transit

» Certificate-based signatures provide both of these security services. Many businesses
and governments have chosen to set up a certificate-based digital signature infrastructure
within their organization. They use third-party certificate authorities to provide independent
identity validation

What can | do with certificate IDs?
Once certificate-based digital IDs have been provided to end users, they can use Acrobat or
Acrobat Reader software to sign PDF files and validate Files they receive from others.
1. Sign documents
 Sign PDF files using certificate IDs
» Place a signature box anywhere on the page
e Add multiple signatures to a page
* Add atime stamp to the document when working with a configured time stamp server

» Certify a document with a visible or hidden signature so that recipients can verify
authenticity with or without seeing a visible signature on the page




» Automatically embed certificate data to support long-term validation
2. Validate documents
« Validate all signatures, confirming the identity of everyone who signed the document

» Validate document integrity by tracking all previously signed versions of a document to
verify changes made during the document’s lifecycle

» Set privileges and permissions for others

» Certify a document while leaving portions of it available for form Ffilling, signatures, or
comments

e Use Acrobat Pro software to enable users of Reader to sign with certificate IDs

» Use Acrobat Standard or Pro to encrypt a PDF document with a certificate ID to restrict
usage such as printing, editing, or copying

Certificate-based signatures

A certificate-based signature, like a conventional handwritten signature, identifies the person
signing a document. Unlike a handwritten signature, a certificate-based signature is difficult
to forge because it contains encrypted information that is unique to the signer. It can be easily
verified and informs recipients whether the document was modified after the signer initially
signed the document.

To sign a document with a certificate-based signature, you must obtain a digital ID or create
a self-signed digital ID in Acrobat or Adobe Reader. The digital ID contains a private key and a
certificate with a public key and more. The private key is used to create the certificate-based
signature. The certificate is a credential that is automatically applied to the signed document.
The signature is verified when recipients open the document.

When you apply a certificate-based signature, Acrobat uses a hashing algorithm to generate

a message digest, which it encrypts using your private key. Acrobat embeds the encrypted
message digest in the PDF, certificate details, signature image, and a version of the document
when it was signed.

Credit Card Number ExpDate
Your Signature KJ&,’I%M iﬁﬁﬁé%ﬂ‘“

Please keep a copy for your records.

Certificate-based signature in a PDF form

Setting up certificate-based signatures

You can expedite the signing process and optimize your results by making the following
preparations in advance.

Note: Some situations require using particular digital IDs for signing. For example, a corporation
or government agency can require individuals to use only digital IDs issued by that agency to
sign official documents. Inquire about the digital signature policies of your organization to
determine the appropriate source of your digital ID.

» Getadigital ID from your own organization, buy a digital ID (see the Adobe website for
security partners), or create a self-signed one. See Create a self-signed digital ID. You can’'t
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apply a certificate-based signature without a digital id.

» Set the default signing method.

» Create an appearance for your certificate-based signature. (See Create the appearance of
a certificate-based signature)

* Use the Preview Document mode to suppress any dynamic content that can alter the
appearance of the document and mislead you into signing an unsuitable document. For
information about using the Preview Document mode, see Sign in Preview Document
mode.

» Review all the pages in a document before you sign. Documents can contain signature
fields on multiple pages.

« Configure the signing application. Both authors and signers should configure their
application environment. (See Set signing preferences)

For details on the full range of configuration options in enterprise settings, see the Digital
Signatures Guide.
* Choose a signature type. Learn about approval and certification signatures to determine
the type you should choose to sign your document. (See Certifying and signing
documents.)

Set signing preferences

Signing workflow preferences control what you can see and do when the signing dialogue box
opens. You can allow certain actions, hide and display data fields, and change how content
affects the signing process. Setting signing preferences impacts your ability to see what you are
signing.

Customizing signature workFflows using seed values

Seed values offer additional control to document authors by letting them specify which
choices signers can make when signing a document. By applying seed values to signature
fields in unsigned PDFs, authors can customize options and automate tasks. They can also
specify signature requirements for items such as certificates and timestamp servers. For more
information about customizing signatures using seed values, see the Digital Signature Guide
(PDF) at www.adobe.com/qo/learn_acr_security en.

Create the appearance of a certificate-based signature

You determine the look of your certificate-based signature by selecting options in the
Signatures panel of the Preferences dialogue box. For example, you can include an image of
your handwritten signature, a company logo, or a photograph. You can also create different
signatures for different purposes. For some, you can provide a greater level of detail.

A signature can also include information that helps others verify your signature, such as the
reason for signing, contact information, and more.

Digitally signed by Lisa Jones
DM: cn=Lisa Jo =Hahili C

Lisa Jonhes srpansere

Reason: | have reviewed this document.
Date: 2008.05.07 08.52:53 -07'00"

Digitally signed by Lisa Jones

DN: cn=Lisa Jones, o=Kahili Coffee Company,
ou=Sales

Reason: | have reviewed this document
Date: 2004.07.14 13:17:03 -07'00"

Signature formats - A Text signature B Graphic signature

1



. (Optional) If you want to include an image of your handwritten signature in the certificate-
based signature, scan your signature, and save it as an image file. Place the image in a
document by itself, and convert the document to PDF.

. Right-click the signature field, and select Sign Document or Certify With Visible Signature

Note: You can also create an appearance using the Signature preferences: Edit > Preferences >
Signatures (Windows)

. From the Appearance menu in the Sign dialogue box, select Create New Appearance.

. In the Configure Signature Appearance dialogue box, type a name for the signature you're
creating. When you sign, you select the signature by this name. Therefore, use a short,
descriptive title.

. For Configure Graphic, choose an option:

* No Graphic - Displays only the default icon and other information specified in the
Configure Text section.

* Imported Graphic - Displays an image with your certificate-based signature. Select this
option to include an image of your handwritten signature. To import the image file, click
File, click Browse, and then select the image File.

* Name - Displays only the default signature icon and your name as it appears in your digital
ID file.

. For Configure Text, select the options that you want to appear in the signature.
Distinguished Name shows the user attributes defined in your digital ID, including your name,
organization, and country.

For Text Properties, specify the writing direction and type of digits used, and then click OK.
See also Enable right-to-left languages.

. (Optional) If the dialogue box includes the Additional Signature Information section,
specify the reason for signing the document, the location, and your contact information.
These options are available only if you set them as your preferences in the Creation and
Appearance Preferences dialogue box (Edit > Preferences > Signatures > Creation &
Appearance > More).

Add a timestamp to certificate-based signatures

You can include the date and time you signed the document as part of your certificate-based
signature. Timestamps are easier to verify when they are associated with a trusted timestamp
authority certificate. A timestamp helps to establish when you signed the document and
reduces the chances of an invalid signature. You can obtain a timestamp from a third-party
timestamp authority or the certificate authority that issued your digital ID.

Timestamps appear in the signature field and in the Signature Properties dialogue box. If a
timestamp server is configured, the timestamp appears in the Date/Time tab of the Signature
Properties dialogue box. If no timestamp server is configured, the signatures field displays the
local time of the computer at the moment of signing.

Note: If you did not embed a timestamp when you signed the document, you can add one
later to your signature. (See Establish long-term signature validation.) A timestamp applied
after signing a document uses the time provided by the timestamp server.
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Configure a timestamp server

To configure a timestamp server, you need the server name and the URL, which you can obtain
from an administrator or a security settings file.

If you have a security settings file, install it and don't use the following instructions for
configuring a server. Ensure that you obtained the security settings file from a trusted source.
Don't install it without checking with your system administration or IT department.

1. Open the Preferences dialogue box.
Under Categories, select Signatures.

For Document Timestamping, click More.
Select Time Stamp Servers on the left.
Do one of the following:

* Ifyou have an import/export methodology File with the timestamp server settings, click
the Import button . Select the file, and click Open.
* Ifyou have a URL for the timestamp server, click the New button . Type a name, and then

type the server URL. Specify whether the server requires a username and password, and
then click OK.

v hwhn

Set a timestamp server as the default

To be able to use a timestamp server to timestamp signatures, set it as the default server.
Open the Preferences dialogue box.

Under Categories, select Signatures.

For Document Timestamping, click More.

Select Time Stamp Servers on the left.

Select the timestamp server, and click the Set Default button .

Click OK to confirm your selection.

ok wh=

Validating digital signatures

Set your verification preferences in advance. This helps ensure that Digital Signatures are valid
when you open a PDF and verification details appear with the signature. See Set signature
verification preferences for details.

When Digital Signatures are validated, an icon appears in the document message bar to
indicate the signature status. Additional status details appear in the Signatures panel and in the
Signature Properties dialogue box.

Setting up digital signature validation

When you receive a signed document, you may want to validate its signature(s) to verify the
signer and the signed content. Depending on how you have configured your application,
validation may occur automatically. Signature validity is determined by checking the authenticity
of the signature’s digital ID certificate status and document integrity:

« Authenticity verification confirms that the signer’s certificate or its parent certificates
exist in the validator’s list of trusted identities. It also confirms whether the signing
certificate is valid based on the user’s Acrobat or Reader configuration.
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« Document integrity verification confirms whether the signed content changed after it was
signed. If content changes, document integrity verification confirms whether the content
changed in a manner permitted by the signer.

Set signature verification preferences

1.

Open the Preferences dialogue box.

2. Under Categories, select Signatures.
3.
4. To automatically validate all signatures in a PDF when you open the document, select Verify

For Verification, click More.

Signatures When The Document Is Opened. This option is selected by default.
Select verification options as needed and click OK.
Verification Behaviour

When Verifying - These options specify methods that determine which plug-in to choose
when verifying a signature. The appropriate plug-in is often selected automatically. Contact
your system administrator about specific plug-in requirements for validating signatures.

Require Certificate Revocation Checking To Succeed Whenever Possible ...

Checks certificates against a list of excluded certificates during validation. This option is
selected by default. If you deselect this option, the revocation status for approval signatures
is ignored. The revocation status is always checked for certifying signatures.

Verification Time

Verify Signatures Using - Select an option to specify how to check the digital signature
for validity. By default, you can check the time based on when the signature was created.
Alternatively, check based on the current time or the time set by a timestamp server when
the document was signed.

Use Expired Timestamps - Uses the secure time provided by the timestamp or embedded
in the signature, even if the signature’s certificate has expired. This option is selected by
default. Deselecting this option allows discarding of expired timestamps.

Verification Information - Specifies whether to add verification information to the signed
PDF. Default is to alert user when verification information is too large.

Windows Integration - specify whether to trust all root certificates in the Windows
Certificates feature when validating signatures and certified documents. Selecting these
options can compromise security.

Note: /t is not recommended to trust all root certificates in the Windows Certificate feature.
Many certificates that are distributed with Windows are designed for purposes other than
establishing trusted identities.

Set the trust level of a certificate

In Acrobat or Reader, the signature of a certified or signed document is valid if you and the
signer have a trust relationship. The trust level of the certificate indicates the actions for which
you trust the signer.
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You can change the trust settings of certificates to allow specific actions. For example, you
can change the settings to enable the dynamic content and embedded JavaScript within the
certified document.

o khwWwnN=

Open the Preferences dialogue box.

Under Categories, select Signatures.

For Identities & Trusted Certificates, click More.

Select Trusted Certificates on the left.

Select a certificate from the list, and click Edit Trust.

In the Trust tab, select any of the following items to trust this certificate:

Use This Certificate As A Trusted Root - A root certificate is the originating authority in a
chain of certificate authorities that issued the certificate. By trusting the root certificate, you
trust all certificates issued by that certificate authority.

Signed Documents Or Data - Acknowledges the identity of the signer.

Certified Documents - Trusts documents in which the author has certified the document
with a signature. You trust the signer for certifying documents, and you accept actions that
the certified document takes.

When this option is selected, the following options are available:

Dynamic content - Allows movies, sound, and other dynamic elements to play in a certified
document.

Embedded High Privilege JavaScript - Allows privileged JavaScript embedded in PDF files
to run. JavaScript files can be used in malicious ways. It is prudent to select this option only
when necessary on certificates you trust.

Privileged System Operations - Allows Internet connections, cross domain scripting, silent
printing, external-object references, and import/export methodology operations on certified
documents.

Note: Only allow Embedded High Privilege JavaScript and Privileged System Operations for
sources you trust and work with closely. For example, use these options for your employer or
service provider.

Click OK, close the Digital ID and Trusted Certificate Settings dialogue box, and then click OK
in the Preferences dialogue box.

Signatures panel for digital signatures

The Signatures panel displays information about each digital signature in the current document
and the change history of the document since the first digital signature. Each digital signature
has an icon identifying its verification status. Verification details are listed beneath each
signature and can be viewed by expanding the signature. The Signatures panel also provides
information about the time the document was signed, and trust and signer details.
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|Lr| Signatures [
|'|'_J -@. Validate All

[# §{ Certified by John Smith

‘(// = Rev. 2: Signed by Lisa Jones <lisa@kahili.com>

Signature is valid:

< Document has not been modified since this signature was applied

Signer's identity is valid
% Signature date/time are from the clock on the signer's computer.

=] Signature Details
Reason: ] am approving this document
Certificate Details..,
Last Checked: 2010.08.19 19:14:14 -07'00'
Field: Signature2 on page 1
Click to view this version

Verify signatures in the Signatures panel

Choose View > Show/Hide > Navigation Panes > Signatures, or click the Signature Panel button
in the document message bar.
Note: You can right-click a signature field in the Signatures panel to do most signature-related
tasks, including adding, clearing, and validating signatures. In some cases, however, the
signature field becomes locked after you sign it.

Certify a PDF

When you certify a PDF, you indicate that you approve of its contents. You also specify the types
of changes that are permitted for the document to remain certified. For example, suppose that a
government agency creates a form with signature fields. When the form is complete, the agency
certifies the document, allowing users to change only form fields and sign the document. Users
can fill the form and sign the document. However, if they remove pages or add comments, the
document doesn’t retain its certified status.

You can apply a certifying signature only if the PDF doesn’t already contain any other signatures.
Certifying signatures can be visible or invisible. A blue ribbon icon in the Signatures panel
indicates a valid certifying signature. A digital ID is required to add the certifying digital
signature.

1. Remove content that may compromise document security, such as JavaScripts, actions, or
embedded media.

2. Choose Tools > Certificates to open the panel.
3. Click one of the following options:
» Certify (Visible Signature) - Places a certified signature in either an exiting digital
signature field (if available) or in the location you designate
e Certify (Invisible Signature) - Certifies the document, but your signature appears only in
the Signatures panel.
4. Follow the onscreen instructions to place the signature (if applicable), specify a digital ID, and
set an option for Permitted Actions After Certifying.

Note: /f you enabled the When Signing: View Documents In Preview Mode in the Signature
preferences, click Sign Document in the document message bar.
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5. Save the PDF using a different filename than the original file, and then close the document
without making additional changes. It is a good idea to save it as a different file so that you
can retain the original unsigned document.

Timestamp a document

Acrobat provides users with the capability to add a document timestamp to a PDF without

also requiring an identity-based signature. A timestamp server is required to timestamp a

PDF. (See Configure a timestamp server.) A timestamp assures the authenticity and existence

of a document at a particular time. These timestamps are compliant with the timestamp and
revocation features described in Part 4 of ETSI 102 778 PDF Advanced Electronic Signatures
(PAES) standard. Users of Reader X (and later) can also timestamp a document if the document
includes appropriate Reader Enabling features.

For more information on PAdES, see blogs.adobe.com/security/2009/09/eliminating_the_
penone_step_at.html

1. Open the document to which you want to add a timestamp.
2. Choose Tools > Certificates > Time Stamp.

3. Inthe Choose Default Timestamp Server dialogue box, select a default timestamp server
from the list, or add a new default timestamp server.

4. Click Next, and then save the document with the timestamp.

Validate a digital signature

If the signature status is unknown or unverified, validate the signature manually to determine
the problem and possible solution. If the signature status is invalid, contact the signer about the
problem.

For more information about signature warnings and valid and invalid signatures, see the Digital
Signature Guide at www.adobe.com/go/acrodigsig.

You assess the validity of a Digital Signature and Timestamp by checking the Signature
Properties.

1. Set your signature verification preferences. For more information, see Set signature
verification preferences.

2. Open the PDF containing the signature, then click the signature. The Signature Validation
Status dialogue box describes the validity of the signature.
3. For more information about the Signature and Timestamp, click Signature Properties.

4. Review the Validity Summary in the Signature Properties dialogue box. The summary might
display one of the following messages:

 Signature date/time are from the clock on the signer’s computer - The time is based on
the local time on the signer’s computer.

» Signature is timestamped - The signer used a Timestamp Server and your settings indicate
that you have a trust relationship with that timestamp server.

 Signature is timestamped but the timestamp could not be verified - Timestamp
verification requires obtaining the timestamp server’s certificate to your list of trusted
identities. Check with your system administrator.

 Signature is timestamped but the timestamp has expired - Acrobat and Reader validate a
timestamp based on the current time. This message is displayed if the timestamp signer’s
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certificate expires before the current time. To let Acrobat or Reader accept an expired
timestamp, select Use Expired Timestamps in the Signature Verification Preferences
dialogue box (Preferences > Signatures > Verification: More). Acrobat and Reader display
an alert message when validating signatures with expired timestamp.

5. For details about the signer’s certificate, such as trust settings or legal restrictions of the
signature, click Show Signer’s Certificate in the Signature Properties dialogue box.

If the document was modified after it was signed, check the signed version of the document and
compare it to the current version.

Remove a digital signature

You cannot remove a digital signature unless you are the one who placed it and you have the
digital ID for signing it installed.

Do one of the following:
« Toremove a digital signature, right-click the signature field and choose Clear Signature.

» Toremove all digital signatures in a PDF, choose Clear All Signature Fields from the
options menu in the Signatures panel. (To open the Signatures panel, choose View >
Show/Hide > Navigation Panes > Signatures.)

Securing PDFs with passwords

Password security basics

You can limit access to a PDF by setting passwords and by restricting certain features, such as
printing and editing. However, you cannot prevent saving copies of a PDF. The copies have the
same restrictions as the original PDF. Two types of passwords are available:

Document open password - A Document Open password (also known as a user password)
requires a user to type a password to open the PDF.

Permissions password - A permissions password (also known as a master password) requires

a password to change permission settings. Using a permissions password, you can restrict
printing, editing, and copying content in the PDF. Recipients don't need a password to open the
document in Reader or Acrobat. They do need a password to change the restrictions you've set.

If the PDF is secured with both types of passwords, it can be opened with either password.
However, only the permissions password allows the user to change the restricted features.

Because of the added security, setting both types of passwords is often beneficial.
Note: You cannot add passwords to a signed or certified document.

Add a password to a PDF
One-click option to protect a PDF with a password
1. Open the PDF in Acrobat DC.

2. Choose File > Protect Using Password. Alternatively, you can choose Tools > Protect > Protect
Using Password.

3. Select if you want to set the password for Viewing or Editing the PDF.
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Protect Using Password

Requires user to enter a password for:

0 Viewing
O Editing

Type Password
0 Strong Password

Re-type Password

More Options v Apply

Type and retype your password. The password strength is displayed next to your password to
indicate whether the chosen password is weak, medium, strong, or best.

Click Apply. Acrobat displays a confirmation message that the file was successfully protected
using password.

Home Tools NFN_and_Relea... NFMN_and_Relea... NFMN_and_Relea... 2017 ICD-"0-C... x

e D & Q @ 1o [} @ O ® Be -~ ﬁv =

These guidelines are a set of rules thar have been developed to accompany and complement the
@ official conventions and instructions provided within the ICD-10-CM itself. The instructions and
conventions of the classification take precedence over guidelines. These guidelines are based on
the coding and sequencing instructions in the Tabular List and Alphabetic Index of ICD-10-CM.
but provide additional instruction. Adherence to these guidelines when assigning ICD-10-CM
diagnosis codes is required under the Health Insurance Portability and Accountability Act
(HIPAA). The diagnosis codes (Tabular List and Alphabetic Index) have been adopted under
@ HIPAA for all healthcare settings. A joint effort between the healthcare provider and the coder is
essential to achieve complete and accuratz documentation, code assignment, and reporting of
diagnoses and procedures. These guidelines have been developed to assist both the healthcare
provider and the coder in identifying those diagnoses that are to be reported. The importance of
consistent, complete documentation mn the medical record cannot be overemphasized. Without

b |

such documentation accurate coding cannot be achieved. The entire record should be reviewed to
determine the specific reason for the encounter and the conditions treated.

The term encounter is used for all settings. including hospital admissions. In the context of these
guidelines. the term provider is used throughout the guidelines to mean physician or any qualified
health care practitioner who is legally accountable for establishing the patient’s diagnosis. Only
this set of guidelines, approved by the Cooperating Parties, is official.

The guidelines are organized into sections. Section I includes the structure and conventions of the
classification and general guidelines that apply to the entire classification. and chapter-sperific
guidelines that correspond to the chapters

includes guidelines for selection of princip) File successfully protected from viewing using
includes guidelines for reporting additional QEEESULTL]

Advanced password protection

1.

Open the PDF in Acrobat DC, and do one of the following:
e Choose Tools > Protect > More Options > Encrypt with Password.

* Choose File > Protect Using Password, and then choose Advanced Password Protection
from More Options.

If you receive a prompt, click Yes to change the security.

Select Require A Password To Open The Document, then type the password in the
corresponding field. For each keystroke, the password strength meter evaluates your
password and indicates the password strength
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|¥| Require a password to gpen the document

Document Open Password: | ---- Strong

&) This password will be required to open the document.

Password Security - Settings let you set a password to open a PDF

4. Select an Acrobat version from the Compatibility drop-down menu. Choose a version equal
to or lower than the recipients’ version of Acrobat or Reader.

Options

Compatibility: | Acrobat 7.0 and later | Encryption Level: 128-bit AES
@ Encrypt all document contents
Encrypt all document contents except metadata (Acrobat 6 and later compatible)
Encrypt only file attachments (Acrobat 7 and later compatible)

0 All contents of the document will be encrypted and search engines will not be able to access the document's metadata.

Options control compatibility with previous versions and type of encryption

5. Select an encryption option:
Encrypt All Document Contents - Encrypts the document and the document metadata. If
this option is selected, search engines cannot access the document metadata.

Encrypt All Document Contents Except Metadata - Encrypts the contents of a document
but still allows search engines access to the document metadata.

Note: The iFilter and the Find or Advance Search commands of Acrobat do not look into the
PDF’s metadata even when you select the Encrypt All Document Contents Except Metadata
option. You can use a search tool that takes advantage of XMP metadata.

Encrypt Only File Attachments - Requires a password to open file attachments. Users can
open the document without a password. Use this option to create security envelopes.

6. Click OK. At the prompt to confirm the password, retype the appropriate password in the
box and click OK.

Restrict editing of a PDF

You can prevent users from changing PDFs. The restrict editing option prohibits users from

editing text, moving objects, or adding form fields. Users can still fill in form fields, sign, or add
comments.

1. Open the PDF in Acrobat DC, and do one of the following:
e Choose File > Protect Using Password.
¢ Choose Tools > Protect > Protect Using Password.

2. IFyou receive a prompt, click Yes to change the security.

3. Choose Editing, and then type and retype your password. The password strength is displayed
next to your password to indicate whether the chosen password is weak, medium, or strong.

20



Protect Using Password

Requires user to enter a password for:

O Viewing
O Editing

Type Password

@ Strong Password
Re-type Password

More Options v Apply

4. Click Apply. Acrobat displays a confirmation message that the file was successfully protected
using password.

File Edit View Window Help

Home  Tools Untitled.pdf Adobe Sign White Welcome NFN_and_ReleaseN. 2017 ICD-10-CM ... X | @ A ®
)
v P B8 HE Q @ 1 osma A MO - om P B ¢ &
Information Management Association (AHIMA), CMS, and NCHS. 7S

These guidelines are a set of rules that have been developed to accompany and complement the
official conventions and instructions provided within the ICD-10-CM itself. The instructions and
conventions of the classification take precedence over guidelines. These guidelines are based on
the coding and sequencing instructions in the Tabular List and Alphabetic Index of ICD-10-CM.
but provide additional instruction. Adherence to these guidelines when assigning ICD-10-CM
diagnosis codes is required under the Health Insurance Portability and Accountability Act
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B combine Files

@ (HIPAA). The diagnosis codes (Tabular List and Alphabetic Index) have been adopted under 52 editPoF
HIPAA for all healthcare settings. A joint effort between the healthcare provider and the coder is
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Restrict printing, editing, and copying

You can prevent users from printing, editing, or copying content in a PDF. You can set the
restrictions you want to apply to the PDF. Users cannot change these restrictions unless you give
them password.

Note: you forget a password, you cannot recover it from the PDF. Consider keeping a backup
copy of the PDF that isn’t password-protected.

1. Open the PDF in Acrobat DC, and do one of the following:
» Choose Tools > Protect > More Options > Encrypt with Password.
» Choose File > Protect Using Password, and then choose Advanced Password Protection
from More Options.
2. IFyou receive a prompt, click Yes to change the security.

3. Select Restrict Editing And Printing Of The Document.
All Adobe products enforce the restrictions set by the permissions password. However, if
third-party products do not support these settings, document recipients are able to bypass
some or all of the restrictions you set.
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4. Type the password in the corresponding field. For each keystroke, the password strength
meter evaluates your password and indicates the password strength.

Permissions

[V] Restrict editing and printing of the document. A password will be required in order to change these permission settings.

Printing Allowed: ‘ None vl

Changes Allowed: | None -I

| Enable copying of text, images, and other content

¥|Enable text access for screen reader devices for the visually impaired

Change Permissions Password: """’"'" ---- Strong

Password Security - Settings let you restrict printing, editing, and copying

5. Select what the user can print from the Printing Allowed menu:

None - Prevents users from printing the document.

Low Resolution (150 dpi) - Lets users print at no higher than 150-dpi resolution. Printing
may be slower because each page is printed as a bitmap image. This option is available only if
the Compatibility option is set to Acrobat 5 (PDF 1.4) or later.

High Resolution - Lets users print at any resolution, directing high-quality vector output to
PostScript and other printers that support advanced high-quality printing features.

6. Select what the user can change from the Changes Allowed menu:

None- Prevents users from making any changes to the document that are listed in the
Changes Allowed menu, such as filling in form fields and adding comments.

Inserting, Deleting, And Rotating Pages - Lets users insert, delete, and rotate pages, and
create bookmarks and thumbnails. This option is only available for high (128-bit RC4 or AES)
encryption.

Filling In Form Fields And Signing Existing Signature Fields - Lets users fill in forms and
add digital signatures. This option doesn’t allow them to add comments or create form
fields. This option is only available for high (128-bit RC4 or AES) encryption.

Commenting, Filling In Form Fields, And Signing Existing Signature Fields - Lets users
add comments and digital signatures, and fill in forms. This option doesn’t allow users to
move page objects or create form Fields.

Any Except Extracting Pages - Lets users edit the document, create and fill in fForm fields,
and add comments and digital signatures.

7. Choose any of the following options:
Enable Copying Of Text, Images, And Other Content - Lets users select and copy the
contents of a PDF.
Enable Text Access For Screen Reader Devices For The Visually Impaired - Lets visually
impaired users read the document with screen readers, but doesn't allow users to copy or
extract the document’s contents. This option is available only for high (128-bit RC4 or AES)
encryption.

8. Select an Acrobat version from the Compatibility menu. Choose a version equal to or lower
than the recipients’ version of Acrobat or Reader. The Compatibility option you choose
determines the type of encryption used. It is important to choose a version compatible with
the recipient’s version of Acrobat or Reader. For example, Acrobat 7 cannot open a PDF
encrypted for Acrobat X and later.
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Options

Compatibility: | Acrobat 7.0 and later | Encryption Level: 128-bit AES

@ Encrypt all document contents
Encrypt all document contents except metadata (Acrobat 6 and later compatible)
) Encrypt only file attachments (Acrobat 7 and later compatible)

0 All contents of the document will be encrypted and search engines will not be able to access the document's metadata.

» Acrobat 6.0 And Later (PDF 1.5) encrypts the document using 128-bit RCA4.

e Acrobat 7.0 And Later (PDF 1.6) encrypts the document using the AES encryption
algorithm with a 128-bit key size.

» Acrobat X And Later (PDF 1.7) encrypts the document using 256-bit AES. To apply 256-bit
AES encryption to documents created in Acrobat 8 and 9, select Acrobat X And Later.

9. Select what you want to encrypt:
Encrypt All Document Contents - Encrypts the document and the document metadata. If
this option is selected, search engines cannot access the document metadata.
Encrypt All Document Contents Except Metadata- Encrypts the contents of a document
but still allows search engines access to the document metadata.
Encrypt Only File Attachments - Requires a password to open file attachments. Users can
open the document without a password. Use this option to create security envelopes.

10. Click OK. At the prompt to confirm the password, retype the appropriate password in the
box and click OK.

Remove password security

You can remove security from an open PDF if you have the permissions to do so. If the PDF is
secured with a server-based security policy, only the policy author or a server administrator can
change it.
1. Open the PDF, then select Tools > Protect > More Options > Remove Security.
2. Your options vary depending on the type of password security attached to the document:
e If the document had only a Document Open password, click OK to remove it from the
document.

* Ifthe document had a permissions password, type it in the Enter Password box, and then
click OK. Click OK again to confirm the action.
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